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Dan nhdp

DAN NHAP

Pao tao nguon nhan lyc dap wng nhu cau cia xa hoi dang 1a mdi quan tam Ion cua
nganh gi4o duc va ca x& hoi. Trong giai doan nudc ta hoi nhap quéc té tu do thuong mai,
van d& quan tam nhat van 1 viéc 1am. Theo thong ké, chung ta c6 dén 82,16% lao dong
phd théng gian don dan dén tinh trang vira thira vira thiéu lao dong. Tir d6 cho thay nhu
cau cip bach dé dap tng nhu cau phat trién dat nuée, phai dao tao cai x4 hoi dang can.
C6 phai chua c6 tiéng ndi chung gitra doanh nghiép va nha truong khi ma cong ty nao
cling “Yéu cau 3 nam kinh nghi¢m”

Hoi thao lan nay dé cap dén cac kién thic, tng dung dang ng dung trong thuc té,
tap trung vao cac nodi dung mai nham muc dich timg budc thuc hién cha treong, chinh
sach cua nha truong. Véi ba noi dung tham luan vé 1ap trinh nhing thiét bi, an toan mang
va thiét lap dinh tuyén trén thiét bi Cisco.

Tham luan 1 dé cap dén mot sé tng dung trong thuc té cua hé théng nhing. Cac mo
hinh nay da duogc thuc thi va van hanh bai sinh vién thyuc tap tai cong ty nhu: Hop nhac
qua tang, may ap trang, diéu khién motuer budc, diéu khién thiét bj théng qua bluetooth,
diéu khién GPRS. Sinh vién da that sy hiéu va thyc hién thanh cong cac mo hinh dang
ung dung hiéu qua & cac doanh nghiép.

Tham luan 2 dé cap dén van dé an toan hé théng théng tin mang may tinh. Tim hiéu
cac ung dung cua chit ky sb sir dung cho doanh nghiép. Viét chuong trinh demo dé lam
tién dé cho mot tng dung thuc té quan ly hé thong van ban sau nay. Trong thoi dai cong
nghé, bao mat 1a van dé séng con dbi véi doanh nghiép, sinh vién phai that sy y thic va
am hiéu vé diéu do.

Tham luan 3 dé cap dén ky thuat dinh tuyén mang Link-state, 4p dung trong giao
thirc dinh tuyén OSPF. OSPF I1a mot giao thie dinh tuyén dugc ap dung rong réi trong
mo hinh doanh nghiép vira va I6n va tuong thich voi hau hét thiét bi trén thi trudng. Mo
hinh ciing nhu tuan tu cac budc thiét 1ap s& duogc trinh bay chi tiét théng qua mé hinh ao
hoa.

Ba noi dung trén déu rat can trong doanh nghiép hién nay dong thoi phi hop véi muc
tiéu cling nhu chuan dau ra caa nha truong.



Tham luan 1

SU TICH HQP GIUA PHAN CUNG VA PHAN
MEM TRONG HE THONG NHUNG PE TU
TRI CAC THIET BI MAY MOC CHUYEN
DUNG HIEN DAI
Téc gid: ThS. NcS VO HOA SON
. ) . Giam doc cong ty Dang Diing

1. PAT VAN DE

Hién nay, ching ta biét may tinh ca nhan 1a mot thiét bi khéng thé thiéu trong hang
ngay. Tuy nhién, & mot mang khéc, hé théng nhiing méi 1a méi quan tdm 16n cho nhiéu
qudc gia trén thé gidi va né thuc su 1a mdi quan tim hang dau vi nhimg dic diém vuot
troi va kha niang phat trién phuc vu doi séng cuc cao. O Viét Nam, chinh pha va cac vién
nghién ciru, cac truong dai hoc di bat dau nhan thay tam quan trong caa hé théng nhing
va da co6 nhirng chién luoc phét trién cho phi hop véi 16 trinh phat trién cua thé gisi va
khu vuc.

Hé thdng nhang xuat hién dau thap nién 1960 va dan dan tré thanh mot nganh cé
nhiéu ang dung rong rai trong cong nghiép va doi sbng nho su phat trién manh mé cua
nganh cong nghé thong tin. Thém vao d6, dya vao siic day cong nghé vi dién tir, cong
nghé sinh hoc, cong nghé Nano 1am nén tang cho nhiing su thay d6i co ban trong viéc
dua nhitng thiét bi cong nghé vao thi trudng véi nhitng chitc ning than thién ngudi ding
c6 mic do théng minh ngay cang cao, tir d6 khang dinh vai trd cia “hé théng nhing”
trong doi song .

SmartPhone va SmartHome 1a nhitng vi du dién hinh. N6 d3 md ra mét trién vong
ma cé4c “dai gia cdng nghé” dit biét quan tAm va da linh vuc mang lai loi nhuan khong 16
ma céc qudc gia déu mong mudn dat duoc.

Thém vao d6, cac san pham cua nhitng doanh nghiép vira va nho; ho da c6 nhitng
dong gép mubn van san pham thiét thuc phuc vu cho nhu cau thyc té sinh dong hang
ngay, tir d6 da khang dinh vai tro hét sic to 16n cua “Hé théng nhing” trong nén kinh té
qudc dan.

2. NOI DUNG
2.1. Giéi thiéu

Hé thong nhung (embedded system) dugc dinh nghia 1a mot hé théng chuyén dung,
thuong c6 kha niang tu hanh va duoc thiét ké tich hop vao mot hé théng Ion hon dé thuc
hién mot chire nang chuyén biét nao do.

Hé thdng nhing bao gom ca thiét bi phan ctiing va phan mém va cac thiét bi ho tro dé
cung hoat dong trong moi truong nhing nhim phuc vu cho mét dy &n cu thé va ching
phai thoa man yéu cau hoat dong theo thai gian thyc (real-time).

Hé thong nhdng 12 mot phan hé thong xu Ii théng tin nhdng trong hé théng Ién, phirc
hop va doc lap. Pay mot hé thdng cé kha ning tu tri dugc nhing vao trong mot moi
truong hay mot hé théng me. Chiing 1a cac hé thong tich hop ca phan cang va phan mém
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Tham luan 1

dé thuc hién mot hoic moét nhoém chire ning chuyén biét trong nhiéu linh vuc cdng
nghiép, tu dong hoa diéu khién, quan tric va truyén tin. Pic diém cua cac hé théng nhing
la hoat dong 6n dinh va c6 tinh ning ty dong hoé cao.

Do tinh chat chuyén biét cua Hé théng va ching duoc san xuat hang loat véi sb
lwong 16n nén cac nha san xuat thudng yéu cau phai ti vu hoa chung nham giam thiéu
kich thudc va chi phi san xuat. nhiing yéu cau d6 dwa dén nhung khac biét co ban trong
linh vuc viét phan mém cho hé théng nhing so véi phan mém thong thuong.

2.2. Phén cieng va phin mém trong hé théng nhing

Véi su phét trién nganh k§ thuat, cac bo vi xir 1y ngay cang da dang: Phong phu vé
nha san xuét, da dang vé dong san pham, chang loai va nhiéu gia thanh. Ngoai cac cong
ty san XUAt phﬁn cing nhu: Texas Instrument, ARM, Intel, Motorola, Atmel, Freescale,
AVR...con c6 cac nha san xuat caa cac qudc gia khac trong d6 c6 Viét Nam di cho ra
nhitng chip x& Iy méi phuc vu cho su phat trién cdng nghé.

Nhitng Hé diéu hanh cho hé thong nhing khac nhau nhu: QNX, VxWorks, Window
CE/Xp Embedded, Embedded Linux.....

Ngon ngit 1ap trinh : C/C++, Keil C, Asembly, PMC, LabView, PLC....

Ngoai ra, dé phuc vu cho cong ddng cong nghé, cac nha san xuat con cho ra nhitng kit
xu ly va mad nguén mo rat tién ich. Cac Modul, Shield....ngay cang ho trg dac luyc cho
cong dong.

Nganh Hé thdng nhung c6 nhimg yéu cdu rat cao cho nhimng nguoi hoat dong trong
lanh vyc nay. Ngoai viéc ranh r& vé ngén ngir lap trinh, con c6 su hiéu biét da dang vé
san pham dau ra nhu: tu dong hoa, y té, 6-t0, vién thong, ndong nghiép, cong nghiép... Do
d6, nhirng ngudi 1am viée & nganh nay phai co kha ning thich tmg cao v6i nhiéu du 4n va
nhiéu lanh vuc[2].

Thém vao d6, ngudi 1ap trinh vién can phai ¢ nhitng kién thic nhat dinh vé trinh
bién dich (compiler), xir ly tin hiéu sd, schematic, dién tir...dé cd thé lam viéc hiéu qua.
Trong hon 9 ty bo vi xtr 1y dwoc san xuat hang nam, chi c6 khoang 150 triéu bo (1,5%)
dugc str dung cho may vi tinh ca nhan, phan con lai (98,5%) la danh cho hé thdng
nhang[2]. Theo mét théng ké khac cia BCC Research Group[4] thi dén nam 2009, tong
doanh s6 cua thi truong hé thdng nhing trén toan cau sé dat khoang 88 ty do-la My, véi
phan ciing chiém 78 ty do-la My va phan mém chiém 3,5 ty do-la My, phan con lai la cac
bo mach nhing. Tc do tang truong trung binh hiang nim (AAGR) ctia phan mém nhiing
hién dang dat muc 16%.
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Hinh 1. 1 - Ung dung ciia hé théng nhiing

2.3. Mé phong sur tich hop giira phan cirng va phin mém va san pham Hé thong
nhang
2.3.1. Hop nhac qua tang
+ Phén ctmg:Arduino uno R3
+ Phan mém : Arduino Ide
+ MO phong Proteus
+ MO phong:
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Hinh 1. 2 - Lugc do thiét ké hdp nhac qua ting
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+ Lap trinh ( Code)

sketch_nov15a | Arduing 1.6.5

File Edit Sketch Tools Help

sketch_novisa g
LI 1YL = 13 o
char notea[] = "ccggaagffeeddc "; // & sSpace represents a rest
int beats[] ={1, 1, 1,1, 1,1, 2, 1, 1, 1, 1, 1,1, 2, 4 };:

int tempo = 3007

m

vold playTone (int tone, int duration) { —
for {(leng 1 = 0; 1 < duraticon * 1000L; i += tone * 2) |
digitalWrite (speakerPin, HIGH):

croseconds (tone) ;

te (speakerPin, LOW):

delayMicroseconds (tone) ;

void playNote {char note, int duration) |
TEY T= ¥ Ll

char names[] = { 'c', 'd', 'e', '£', 'g', 'a', 'b', 'C" }:
int tenes[] = { 1915, 1700, 1519, 1432, 1275, 1136, 1014, 958 };

/! play the tone corresponding to the note name
for (int i =0; 1 < &7 i++) | 57

1| [ | »

- |
Hinh 1. 3 - Ldp trinh bang Arduino

+ Bién dich

sketch_nowvl5a

void playNote (char note, int duration) |
char names[] = { 'e', 'd', 'e', 'Y, 'g', 'a', 'B', 'C' }:
int tones[] = { 1915, 1700, 1519, 1432, 1275, 1136, 1014, 956 }:

// play the tone corresponding to the note name -
for (int i = 0; 1 < 8; i++) {
if (names[i] == note) |
playTone (tones[i], duration):
} 8
} e
bién dich

m

void setup{) {
pinMode (speakerPin, OUIEPUT):
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""" MTRON YOO T

S ——————————————
IR S
v -

r:\ch\:u[cr_n:rxc_the?».c;;.hcx
5,324 byted a 32,35¢

pinary sketch sizel

maximus)
Hinh 1. 5 - Nhing vdo thiét bi
+ Tu hanh :

Fr\Nax\supar_sario_thess . cpp.hen
Bisary shateh sleel 5,054 bytes (of » 22,0%4 e

man L)

e’y "4l

Hinh 1. 6 - Vén hanh san pham
2.3.2. Lo ap tring

Phan cimg:Arduino uno R3
Cam bién LM 35

LCD

Phan mém: Arduino Ide

+ + + +
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Hinh 1. 7 - M3 hinh 16 dp trimg (sinh vién thuc hién)
Dy &n nay c6 thé mo rong cho cac co sé ¢dng nghiép hoat dong cé lién quan diéu
khién nhiét d6
2.3.3. Diéu khién moteur budc

Phan cimg:Arduino uno R3
Moteur budc

Cau H

Phan mém arduino Ide

+ + + +

Hinh 1. 8 - M4 hinh diéu khién moteur (sinh vién thuwc hién)

Duy 4n c6 thé trién khai cac linh vuc: Robot, thang may, moto, nong nghiép, cong
nghiép...
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2.3.4. Diéu khién thiét bj qua Bluetooth

Hinh 1. 10 - Thuc hién két néi Bluetooth

Trién khai di 4n: SmartHome, tracking xe, bio dong. ..
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2.3.5. Shield sim900 va GPRS

Hinh 1. 11 - Mach Shield sim900 (sinh vién thuc hién)

@ ST w278 Ardumo 154 N

Hinh 1. 13 - Vdn hanh san phdam sim900

3. PHAN KET

Tur nhitng vi du minh hoa trén, ching ta c6 thé két luan rang Hé thdng nhidng 1a mot
chuyén nganh rat hdp dan va cé nhu cau tuyén dung cao. Tuy nhién, ching ta can phai
dinh hudng va phat trién hé thong nhing theo sat yéu cau thuc té dé hudng dan cho sinh
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vién phét huy hét kha niang. Chiing ta khong chd doi nhitng du an 16n ma hay bat dau
bang nhiing du 4n séat véi thuc té dé phuc vu doi séng, tir d6 lam nén tang cho viéc bd
sung nguon nhan lyc Hé thong nhing cho dat nudc.

Hién nay, linh vuc hé théng nhiing cua Viét Nam di c6 nhitng thanh qua ban dau, tuy
nhién chung ta ciing gap nhiéu thach thic 16n.

Bén canh 6ng “hang x6m” Trung Qudc vai su phat trién cong nghé vuot bac 1am cho
viéc san xuét cac chip xir Iy (phan ctng) cua ching ta khé cé kha ning canh tranh duoc.

Cong nghé phan mém ching ta ciing yéu 6t khdng kém va cha yéu 1a gia cong cho
nudc ngoai, do d6 c6 rat nhiéu hang san xuat phan mém 16n di va dang “dd bo” vao thi
treong Viét Nam dé tan dung loi thé ngudn nhan luc gia ré va khai thac mot thi truong
tiém nang méi nhu IBM, CSC, Altera...

Néu ta hiéu mot cach truc quan thi mot hé théng nhiing vé co ban ¢ “phan cimg” va
“phan mém”, néu “phan cimg” 1a mot thuc thé “vat 1y, thi “phan mém” chinh 1a “phan
hon” caa hé thdng, nhu vy, chlng ta s& wu tién phan nao day?

Vé chinh phu, di c6 nhitng dyu an tén kém cho viéc san xuat chip, nhung két qua rat
khiém tén va lang phi. Nguoc lai, nhitng thiét bi ctia “ky su chan dat” lai c6 nhiéu tng
dung thiét thuc, c6 thé xem nhiing “ky su” nay da lam dwoc cai phan “hon” cua no bang
viéc sir dung phan cting c6 san va nhling vao san pham, d6 1a viéc ching ta phai nghiém
tac nghién ctu.

B-Phone ciing vay, sy tich hgp phan mém trong hé thong quyét dinh thanh bai cua
san pham (di nhién phan cang mua vé khdng qua toi), cai ma ngudi ta tréng chd & B-
Phone chinh I sy d6t pha trong céng nghé, thdi “cai hon” vao phan cing SmartPhone dé
tao ra san pham Hé théng nhing “Made in Vietnam”, mot viéc cuc ky kho khin trong
giai doan hién nay.

Nhu vay, viéc lra chon hudng di chi luc nao trong giai doan hién nay dé phat trién
la chién lugc trong viéc phat trién cong nghé, du rang ca phat trién phan ciing hay phan
mém ciing déu 1a thé manh caa nguon nhan luc Viét Nam.

Con ngudi 1a yéu té quan trong nhat, viéc dao tao ngudn nhan lec Hé théng nhing
bat dau tir trong nha trudng 1a mot nhu cau buc thiét va 1a mot nén tang rat can ban cho
viéc phét trién dat nuéc. Tac gia nhan thiy c6 2 viéc can phai thuc hién:

Can phai c6 mot gigo trinh hoan chinh, mot doi ngii giang vién nhiét tinh va kinh
nghiém. Piéu nay lam cho céc sinh vién hao hing tiép thu cong nghé va phat huy tinh
séng tao trong tirng san pham cu thé, 1am nén tang cho cac dy an to 16n sau nay.

Muén phét trién nganh phan mém hé théng nhing 1én mot tam cao mai nhu c6 thé
san xuat, g dung thuc té va xuat khau phan mém hé thdng nhdng, can phai tap trung
nghién ctru phaét trién va hop tac véi cac hang Ién nudc ngoai. Hién nay, Viét Nam da 1a
dbi tac nghién ciru véi cac hdng 16n nhu Toshiba, Panasonic, Samsung..., ching ta phai
bién sy hop tac nay tré thanh di tac chién lugc dé nang cao ning luc doi ngii chuyén
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vién, tir d6 s& 1am chu céng nghé (ké ca phan cang va phan mém) 1am tién dé phat trién
dat nuée.[4]

TAI LIEU THAM KHAO
[1] Hai, 2009, Ldp trinh hé thong nhing sir dung vi diéu khién MSP430
(Embedded System I)
[2] Ngb Dtrc Hoang, 2012, Ngdnh thiét ké vi mach Viét Nam: Thiéu thay, thiéu tho,
Trung tim Nghién ctru va dao tao thiét ké vi mach (ICDREC)
[3] VN. C.D.A., Ldp trinh vi diéu khién
[4] Available from: http://thanhnt.com/blog/he-thong-nhung-la-gi/
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CHU KY SO RSA AP DUNG GIANG DAY HQC
PHAN AN NINH MANG NANG CAO VA UNG
DUNG TRONG THUC TIEN

Tdc gid: ThS. NGUYEN VAN PON
Truong b méon, Khoa CNTT
) . Truwong CD Ky thudt Ly Tu Trong TP.HCM
4. PAT VAN PE

Hién nay, cac giao dich dién tir dang phat trién manh mé& va la xu thé chung trén toan
cau. O Viét Nam, viéc tng dung chit ky sé vao cudc sdng khong con xa la, dau tién 1a
bao céo thué qua mang, sau d6 1a cac hoa don dién tir... Ung dung cdng nghé nay da gidp
giai quyét nhiéu vin dé nhu dap ung nhanh chinh xéac va tiét kiém thoi gian va chi phi.

Viét Nam di c6 hé thdng luat, van ban va thong tu huéng dan cu thé cho van dé nay.
Hau hét cac doanh nghiép Ién da va dang trién khai cac hé théng thanh toan, héa don
chung tur dién ta.

Tuy khéng phai 1a méi, nhung nhiéu doanh nghiép con e ngai va chwa nim rd duoc
tinh vu viét cling nhu tinh an toan cua cong nghé nay. Trong cac chuong trinh dao tao,
cling chua cap nhat day da nén sinh vién ra trudng con rat ngd ngang khi tiép can céc hé
théng nay.

Cung véi su phét trién cua cong nghé, ma dic biét 1a mot chiéc smartphone, chiing ta
c6 thé c6 (gan nhu tic thoi) cac théng tin vé: tinh hinh hoat dong doanh nghiép, chinh
sach, thué, dién, nudc... va khong con tn thoi gian chay dén cac co quan dbi tac dé chi
Ky mot chir ky.

Van dé ¢ ddy 1a an toan mang c6 duoc dam bao hay khong? Hoc phan “An ninh
mang nang cao” da dé cap dén van dé nay nhung chua that sy diy du. Tham luan nay
gilip cho giang vién, sinh vién c6 duoc cac kién thuc, thdng tin va ang dung thyc tién cua
chit ky so.

5. NOI DUNG

5.1. Tong quan vé chir ky so

5.1.1. Mot sb khai niém

- Chi ki sé (Digital Signature) 1a mot chudi dir liéu lién két v6i mot thong diép
(message) va thuc thé tao ra thong diép.

- Gidi thudt tao ra chiv ky sé (Digital Signature Generation Algorithm) 1a mot
phuong phap sinh chir ky s6.

- Gidi thudt kiém tra chiv ky sé (Digital Signature Verification Algorithm) 13 mot
phuong phap xac minh tinh x4c thyc ciia chit ky s, co nghia 1a né thyuc sy duge

tao ra bd1 mot bén chi dinh.

12
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Mt hé chii ky so (Digital Signature Scheme) bao gdm giai thuét tao chir sd va
giai thuat kiém tra chir k¥ s6.
- Qud trinh tao chit ky sé (Digital Signature Signing Process) bao gdm:
+ Giai thuat tao chit ky s6
+ Phuong phap chuyén dit liéu thong diép thanh dang c6 thé ky duoc
- Qud trinh kiém tra chir ky sé (Digital Signature Verification Process) bao gdbm:
+ Giai thuat kiém tra chit ky s
+ Phuong phép khoi phuc dir 1iéu tir thong di¢p
- Ham bam (Hash Function) 1am ham toan hoc chuyén d6i thong diép (message) co
d6 dai bat ky (hitu han) thanh mot ddy bit c6 do dai ¢b dinh (tiy thudc vao thuat
toan bam). Day bit nay dugc goi la thong di€p rat gon MD (Message Disgest) hay
gia tri bam (hash value), dai dién cho thong diép ban dau.
+ Ham bam SHA-1: Thuat toan SHA-1 nhén thong diép & dau vao c6 chiéu
dai k<264 bits, thuc hién xur 1y va dua ra thong diép thu gon MD c6 chiéu
dai ¢6 dinh 160 bits. Qua trinh tinh toan ciing thuc hién theo timg khdi 512
bits, nhung bd dém xir Iy dung 5 thanh ghi 32 bits. Thuét todn nay chay t6t

voi cac bd vi xtr 1y ¢6 cau trac 32 bits.

5.1.2. Luoc d6 chir ky s6 RSA

Do an toan cua lugc d6 chir ky RSA dua vao do an toan cua hé ma RSA. Luoc d6
bao gom ca chir ky s6 kém theo ban rd va tu khdi phuc thong diép tir chir ky sb.

- Thuét toan sinh khoa cho luge d6 chit ky RSA
- Thuat todn sinh chir ky RSA
- Thuat toan ching thyuc chir ky RSA
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5.1.3. Kién tric tong quat

User A User B

Hash Algorithm @

Public key
User A

T

// LI

o
=
&

Hash value

Hash Vaiu
If hash values match

data are valid and their
ownershipis user A

Private
key
User A

===

Hash Vaiue

Hinh 2. 1 - Kién triic tong qudt cia chit ky s6

Sender Receiver

Message Message

v
M;ssagie M;ssagie Message
|g§s |gf_-s Digest
Algorithm Algorithm
Message vag Message
Not
Tampered
Message
Digest
Encrypted Message
‘ Message Tampered
¥ Digest
Encryption \ J Encryption Message

Algorithm Algorithm Digest

Sender’s Private Key Sender’s Public Key

Hinh 2. 2 - So d6 khéi kién triic ciia chit ky s6
- Quatrinh ky (bén gui)

+ Tinh todn chudi dai dién (message digest/ hash value) ctia thong diép sir dung mot

giai thuat bam (hashing algorithm)

+ Chudi dai dién dugc ky st dung khoa riéng (priavte key) clia ngudi giri va mot

giai thuat tao chit ky (signature/encryption algorithm). Két qua chir ky sé (digital

signature) cuia thong diép hay con goi 1a chudi dai dién dugc ma hoa (encryted

message digest)
14
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+

+

Thong diép ban dau (message) duoc ghép voi chit ky sd ( digital signature) tao
thanh thong diép da duogc ky (signed message)

Thong di¢p da duogce ky (signed message) dugc gui cho ngudi nhan

- Quétrinh kiém tra chir ky (bén nhan)

+

+

Tach chit ky sé va thong diép gbe khoi thong diép da ky dé xur 1y riéng;
Tinh toan chudi dai dién MD1 (message digest) cta thong diép gdc sir dung giai
thudt bam (la gidi thudt st dung trong qua trinh ky)
St dung khoa cong khai (public key) ciia ngudi giri dé giai ma chit ky s6 duoc
chudi dai dién thong diép MD2
So sanh MD1 va MD2:
= Néu MDI = MD2 thi chit ky kiém tra thanh cong. Thong diép dam bao
tinh toan ven va thuc su xuat phat tir nguoi giri (do khoa cong khai duoc
chung thuc).
= Néu MD1 <> MD2 thi chir ky khong hop 18. Thong diép c6 thé da bi sira

d6i hoac khong thuc sy xuat phat tir nguoi gui.

5.2. Thuat toan SHA-1

A's Private Key

8 T Clear
Purchase Order
RSA \ | $100.000
T - e /
S  e10d6200ace
49ed0e3a7cd44 Untrusted
T Network l
SHA-1 Hash i [ ASA SHA-1 Hash
T A'S Public Key l l
Purchase Order 49ed0e3a7c44... 49edle3a7c44...
$100,000

Hinh 2. 3 - So d6 dp dung thudt todn SHA-1

15
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Hinh 2. 4 - So do chi tiét tao chit ky s6 bang SHA-1

Hinh 2. 5 - So do chi tiét tham dinh chit ky s6

16
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5.2.1. Thuédt toan RSA

Chon p,q nguyén t6

Tinh n=p*q Ban ro m

Tinh ©(n) = (p-1)(g-1)
khéa cong khai e
< @(n)) (e<>0(n))
Ban ma C

Chon khéa rieng d

Ban ro goc m

Hinh 2. 6 - So d6 thudt todn RSA
Thuat todn RSA co hai Khoa:
—Khoa cong khai (Public Key): dugc cong bb rong rii cho moi ngudi va duge ding
dé ma hoa.
—Khéa bi mdt (Private Key): Nhitng thong tin dugc ma hoa bang khoa cong khai chi

c6 thé duoc giai ma bang khéa bi mat twong tng.

: - O=—wr

Khoa céng khai
cla Alice

Alice l

Giai méa

O

Khoéa bi mét
cua Alice

Hinh 2. 7 - Cap khéa Public va Private
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Tao khoa
Ly thuyét Vi du:

Buéc 1:B (ngudi nhan) tao hai sé nguyén t6 Buwdc1: Chonsd 23 va4l

16n ngau nhién p va g (hai s6 nay 14 2 s6 nguyén t6)
Buwéc2: n=23*41=0943

Buoc 2: tinh n=p*q va ®(n)= (p-1)(g-1) @O(n)=22 * 40 =880
Buwéc 3:

Buéc 3: chon mdt sé ngau nhién e chone =7 vi UCLN(7, 880)=1

(0< e < @(n)) sao cho UCLN(e,®(n))=1 .
Buécd: g _ ¥ POD+1 — 74-14880x

Buwéc4: tinh d = e 'bing cach ding e
thuat toan Euclide () +1 =>d=503vax =4
Tim s6 tif nhién x saocho d =——-—"—

€ BwéceS:
BuécS: - n=943 vae=7
- nva e lam khoa cong khai (public key), - d=503

- dlam khoabi mat (pivate key).
Hinh 2. 8 - Qua trinh tao khoa

Ma hoa va giai ma

Ly thuyét Vi du:
Budc 1: Anhéan khoa céng khai cua B. Bwéc 1: Anhén khoa cong khai
) . n=943vae=7
Budc 2: A bieu dién théng tin can gui Budc 2: Théng tin can guri
thanh s6 m (0 <= m <= n-1) m = 35

Budc 3: ¢ =35 mod 943
Buéc 3: Tinh ¢ = m° modn
Bwoc 4:¢c = 545
Budc 4;: Gii ¢ cho B
) Bwdc 5: Gai ma
Buéc 5: Glalﬁr:]']'? 1 cd mod 1 — 545503 mod 943

=>m la théng tin nhan duoc. =>m =235

Hinh 2. 9 - Qua trinh gidi ma
5.2.2. Cai dit (ngon ngit JAVA)
Str dung java.math.* cung cap hau hét cac ham sir dung dé cai dat

- BigInteger (int bitLength, int certainty, Random rnd), sinh
s nguyén té ngau nhién vai s bit cho trudc.

- BigInteger add(BigInteger val), cong 2 sd nguyén lon.

- BigInteger subtract(BigInteger val), trir 2 s6 nguyén lén.

- BigInteger multiply(BigInteger val), nhan 2 sé nguyén lén.

- gcd(BigInteger val), tim USCLN cua 2 sé lén.

- mod(BigInteger m) tinh modulo (phan du) cua phép chia nguyén.
18
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- BigInteger modInverse(BigInteger m), tinh modulo nghich dao.

- BigInteger modPow(BigInteger exponent, BigInteger m), tinh
(thisexponent mod m).

51| [=] public void EKeyRSBA(int bits){

52 SecureBRandom r = new SecureRandom():

53 BigInteger p = new BigInteger(bits / 2, 100, x):

54 BigInteger g = new BigInteger(bits / 2, 100, x):

55 n = p.maltiplyvig):;

56 BigIntceger m = (p.subtract (BigInteger.ONE)) .maltiply (g
57 .subtract (BigInteger.ONE) ) ;

58 boolean found = false:

59 do {

&0 e = new BigInteger(bits / 2, 50, r):

al if (m.gcd(e) .equals (Biglnteger.JNE) && =.comparelTofm) < 0) {
62 found = true;

63 }

64 } while (!found):

[ d = e.modInverse (m) ;

66

Hinh 2. 10 - Ham fgo khoa
5.3. Ung dung thuec tién

5.3.1. Hoa don dién tir

Tap hop cac thong diép dir liéu dién tir vé ban hang hoa, cung ung dich vu, dugc khai
tao, lap, guri, nhan, luu trir va quan 1y theo quy dinh tai Luat Giao dich dién tir va cac van
ban hudng dan thi hanh. Héa don dién tir khac véi hoa don ty in & nhitng diém sau:

Hoa don dién tir & dang dit liéu dién tir luu trén may tinh, st dung chir ky dién tar dé
dam béo tinh phéap 1y. Hoa don dién tir phai sir dung cac bién nhan thanh toan dé thu tién.
Khi ké khai thué st dung phan mém dé xac thuc cong tac ké khai caa khach hang.

Uu diém:

Vé hoat dong: Nang cao ning luc canh tranh, hién dai hoa quan tri doanh nghiép,
gip doanh nghiép ké khai thué nhanh chong, két ndi truc tiép dén hé thdng ké toén.

Vé mat xa hoi: Giam thanh toan tién mat, gop phan bao vé mai truong (khong sir
dung hoa don giy).

Vé chi phi: Giam chi phi in, giri, bao quan, luu trit hoa don.

Vé thanh toan: Viéc thanh toan s& nhanh hon do viéc 1ap, gui/nhan hoa don duoc
thuc hién thong qua cac phuong tién dién tir dugc ap dung cac hinh thirc thanh toan tién
tién nhu: Internet Banking, SMS Banking
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Difin thogi lin hi: 1900545454

THONG BAO TIEN PIEN
Thng ....... Ky..

TEN KH;
DIA CHI:

MA KH:
PHIEN LQ TRINH:

TIEN BIEN: ............. (bag)
SHBT J00x 1418 =
S0x1622 =

KDDV
SXBT

THUE GTGT (10%): (8éng)
LT - R — ¥

TEN TNV:

Lwuy:

- Iich hang thanh todn trong vovg Sngay K fie
>y

n;

- Divh kim gidy bdo ndy trong chivg fic Saoh
todn kb3 Madeh hivg tvd bing iy nhiém chu

- 01 thay 84 muc &ch sir dmg Bén, ch
hivng wa Kng thing bdo cho Clng ty D¥in Iux
& i chivk

Hinh 2. 11 - Mdy P.O.S va héa don dién tir

“Cam may P.0.S in bién nhan hoic théng béo truc tiép khi thu tién
Theo EVN Ha Nbi, dé hoa nhap voi xu huéng phat trién cia cong nghé thong tin va thyuc
hién tét chu treong cua Chinh pha tai Thong tu sé 32/2011/TT-BTC ngay 14/3/2012
cia Bo Tai Chinh vé viéc hudng dan khai tao va sir dung hoa don dién tir ban hang hoa,
cung ung dich vu va vian ban s6 1137/TCT-DNL ngay 30/3/2012 cta Tong cuc thué vé
huéng dan thuc hién hoa don dién tir, van ban sb 28924/CT-QLAC caa Cuc thué Ha Noi
vé viéc phat hanh, sir dung hoa don dién tir tién dién, EVN Ha Noi trién khai thi diém
chuyén ddi tir hinh thirc hoa don tién dién dang gidy sang hinh thirc hoa don dién tir tai

quan Hoan Kiém va quan Cau Giay.” (Theo vietnamnet.vn)

Hinh 2. 12 - Mdy rit tién tw dong

a. Phong chéng virus
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Quét virus online 1a cong viéc nén lam khi ma may tinh cia ban khong cai dit bat cu
mot phan mém diét virus ndo. Hién nay, nhiéu phan mém, chuong trinh tai vé tir Internet
khi cai dat thuong bi dinh kém virus. Virustotal.com dugc danh gia tot nhat véi kha nang
phan tich, phat hién virus, cac chwong trinh doc hai tét nhat hién nay. N6 c6 thé xtr Iy ddi
Véi tap tin upload 1&n hodc duong dan URL trang web hodc dia chi tai tap tin bat ki.

—

Pl total

VirusTotal la dich vu mién phi, gitp phan tich tap tin va URL nghi ngo va tao diéu
ki_é_n chQ viéc nhanh chong phat hién virus, sau may tinh, trojan va tat ca cac loai
phan mém ddéc hai khac

MTaptin ~ @DuongdinURL  QTimkiém
Chua chon tap tin Chon tip tin
Kich thuéc tap tin ti da: 128MB

Bing viéc chon nit 'Quét!’, ban ddng y voi Diéu khoan dich vu cGa ching i va cho phép VirusTotal
chia sé tap tin nay voi cong ddng bao mat. Xem qua Chinh sach riéng tur dé biét thém chi tiét.

Hinh 2. 13 - Giao dién virustotal quét tdp tin
Dang tai tap tin lén...

VUi long ché, khong déng cira sé cho dén khi qua trinh tai 1én két thic.

Thai gian yéu cau cho hoat déng nay phu thudc vao kich thudc tap tin, mic d6 sir dung va
téc do két ndi mang.

Bang taitap tin len...

Hinh 2. 14 - Virustotal tdi tdp tin lén dé quét (cho phép 128MB)
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il

SHA256:
Tén tap tin:
Ty Ié phat hién:

Ngay phan tich:

Chwong trinh
Symantec
ALYac

AVG

AVware
Ad-Aware
AegisLab

Agnitum

AhnLab-V3

= Phantich =~ @Chitiétvétaptin @ Théngtinkhac @Y kién @ } Banh gia

total

f840d798744e5d9bde00c d2647 1e59fa3c 6dbadde63654965317¢ 48962588eb ﬁ
Crck + Serial Key.rar
=
/5 @0©1

2015-06-30 14:52:06 UTC ( 2 phut trudc )

Két qua Cap nhat
WS.Reputation.1 20150630
20150630
20150630
20150630
20150630
20150630

20150629

O 0 0 0 0 0 o

20150630

Hinh 2. 15 — Két qua virustotal phét hién 1/55

b2

URL:
Ty 18 phét hign:

Ngay phan tich:

total

http://Itt.edu_vn/

0/66

2015-11-12 03:38:22 UTC ( 0 phuit trwéc ) ‘r 0

@)
(@]

Hinh 2. 16 — Két qua virustotal quét URL
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5.3.2. Kiém tra tinh toan ven di liéu

00 Trinh duyét yéu cdu Website cung cédp thong tin xac nhan danh tinh
Website g&i cho trinh duyét chimg chi SSL cua né da duoc ciap

Trinh duyét kiém tra chimg chi SSL c6 thuc hay khéng. Néu dung,
né théng bao lai cho Website la SSL cua da duoc chdp nhan.

Website g&i nguoc lai chir ky s6 sé dung dé ma hoéa va giai ma
trong sudt qua trinh giao dich tiép theo.

LY TiNH /
T’Rwiﬁm DIE‘,?ET D liéu gilra trinh duyét va website duoc ma hoéa.

MAY CHU /
WEBSITE

Hinh 2. 17 - Duyét web an toan (SSL)

OGIobalSign, *fSymantec. @thawte‘

GMOINTERNET GROUP

F5) GeoTrust: RapidSSL. COMODO

Simple site security for less.  Creating Trust Online®

Hinh 2. 18 - Mt s6 nha cung cdp chirng chi s6
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HashGalere

HashCalc

_— )

D ata Faormat;:

[rata:

[Fite | [CUsers’ChienT hangDesktoptwindows 8.1 Pro 32 [ |

[ HMaC

F.ey Format. =T

I Text ztring ;I I

[ #D5

[~ MD4

v SHa&1

[~ SHa256
[~ SHa334
[~ SHAE1Z
v RIFEMD1E0
[~ PAMAMA
[~ TIGER
[~ MD2

[~ ADLER3Z
¥ CRC3Z

ellonkey/
r ekule

SlavaSaft

Cloze | Help |

A

5.3.3. Tocken con diu dién tir

VIETTEL-CA V"

DICH VU CHUNG THYC CHU KY SOVIETTEL-CA

Hinh 2. 20 - Token OTP

Hinh 2. 19 - Phdn mém HashCalc tinh ma bam bang nhiéu gidi thudt
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T e i e e e e == e

7707969170000749587793704336019
5556996914162597885386343973450

OONAAETFAOAREAOIORITIEIITFIENANOOIITA

Théng bao X | TAO KHOA |
6 Chik kj ven toan khéng thay dail
CHONFILE: o\ - x| | FILE. |
oK

BAM DIl LTEU BAU VAO (SHA1) :

28350447203713238607964583541500093310 &

2770505019 :}

|

CHIll KY BUQ'C TAO :

5058079635753273713898871293365958141919 | &
440628166054737383484069779879416155287
827911890041067485943367063059354563687
597990688234347955730355167875977191373
78788154322010265943069162666007 1641877

AATINEESAEINDIANDAEFATTACEAAATIOASCERND

| LUU CHU'KY |

| THYUC HIEN |

Hinh 2. 21 - Giao dién chuwong trinh demo

5.4. Cac han ché ciaa chir ky so

Sy & thudc vao may moc va chuong trinh phan mém: chit ky sé 1a mot chuong trinh
phan mém may tinh. Dé kiém tra tinh xéc thuc cia chit ky can c6 hé théng may tinh va
phan mém tuong thich. Pay 1a han ché chung khi sir dung van ban dién tir va chit ky s6.

Tinh bao mat khong tuyét dbi: Néu chix ky bang tay duoc thuc hién trén gidy, duoc
Ky truc tiép va ludn di kém véi vat mang tin, chix ky tay khdng thé chuyén giao cho ngudi
khéc, thi chir ky sé khong nhu vay. Chix ky sé 1a mot bo mat ma duoc cap cho nguoi sir
dung, day 1a phan mém may tinh khong phu thudc vao vat mang tin. Chinh vi vay, tro
ngai Ion nhat khi sir dung chit ky s6 1a kha nang tach biét khoi chu nhan cua chir ky. Noi
cach khac, chi nhan cua chit ky sé khong phai 12 nguoi duy nhat c6 duoc mat ma cua chir
ky. Ton tai mot s6 nhom d6i twgng co thé c6 duoc mat ma, do 13: bd phan cung cap phan
mém; bo phan cai dat phan mém, nhiing nguoi ¢6 thé sir dung may tinh cé cai dat phan
mém. Ngoai ra, mat ma co thé bi danh cip. Ciing c6 thé, chu nhan chit ky sb chuyén giao
cho ngudi khdc mat ma cua minh. Nhu vay, tinh bao mat caa chir ky sé khong phai 1a
tuyét doi.

Vian dé ban gbc, ban chinh: Néu ddi véi tai liéu gidy, chit ky duoc ky mot lan va chi
c6 mot ban duy nhat (duoc coi la ban gbc). Ban gbc dugc ky bang chit ky s& khong thé
cuing ldc & hai chd khac nhau. C6 thé tin twong rang, néu ban gbc duy nhat mat di thi s&
khong thé c6 ban tht hai gidng hét nhu vay. Nhung véi vin ban dién tir da duoc ky bang
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chir ky sb, nguoi ra c6 thé copy lai va ban copy tir ban chinh va ban copy tir ban copy
khong c6 gi khéc biét so véi ban chinh duy nhat dugc ky. Pay 1a mot thach thirc ddi véi
cong tac van ban va ca nén hanh chinh. Khai niém ban gdc, ban chinh trong van ban hanh
chinh s& phai xem xét lai di vé6i vin ban dién tu.

Sy ¢6 thoi han cua chir ky dién tir. Chit ky dién tir 1a chuong trinh phan mém duoc
cap 6 thoi han cho nguoi sir dung. Vé Iy thuyét, vin ban s& ¢6 hiéu luc phap 1y khi duoc
ky trong thoi han sir dung caa chir ky. Tuy nhién, thuc té hiéu lec phéap ly caa vin ban
hoan toan c6 thé bi nghi ngd khi chir ky sb hét thoi han sir dung. Day ciing 1a mot han ché
va thach thuc rat 16n ddi véi viéc st dung chir Ky so.

6. PHAN KET

Tham luan giéi thiéu dugc Kién trac, cai dit giai thuat, cac diém yéu cua chir ky sé
sir dung giai thuat RSA. Cai dit duoc chuong trinh demo bang ngdn ngit Java. Gigi thiéu
cac tng dung thuc té hién nay cua giai thuat SHA-1.

Hudng phat trién caa dé tai 1a hoan thién mot chuong trinh ¢6 thé xac thuce duoc noi
dung vin ban dé &p dung trong nha truong. Ung dung nay cho phép xac dinh nguén géc
va tinh todn ven cua vin ban (vd: dé thi). Bé dam bao rang vian ban 1a hop 18, khéng bi
stra doi.

TAI LIEU THAM KHAO
[1] Hoang Xuan Dau, 2015, Gido trinh An Toan Bdo Mdt Hé Thong Théong Tin
[2] http://vi.wikipedia.org/wiki/RSA
[3] http://docs.oracle.com/javase/7/docs/api/java/math/Biglinteger.htmi
[4] http://www.java2s.com/Tutorial/Java/0490__ Security/UseSHAL.htm
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PINH TUYEN BANG GIAO THUC LINK-
STATE (OSPF) THONG QUA THIET BI
ROUTER CUA CISCO UNG DUNG GIANG
DAY HQC PHAN THIET LAP HE THONG
MANG
Téc gia: CN. DUONG NGQC VONG
Gidng vién, Khoa CNTT
) . Truong CD Ky thudt Ly Tu Trong TP.HCM
1. PAT VAN DE
Trong nhitng ndm qua, viéc giang day mdn TLHTM (Thiét lap hé théng mang)
dbi vai cac hé Trung cap chuyén nghiép va Cao dang van dang thuc hién theo chuong
trinh khung. L& giang vién di ting nhiéu nam giang day mén hoc nay, nhan thiy
nhitng han ché nhat dinh vé noi dung ciia chuong trinh chi tiét chua mang tinh cap
nhat cao. Pic biét di voi nhitng sinh vién chuyén nganh mang khi hoc tai truong, thi
kién thic trong tim ciing nhu k¥ ning thyc hanh cho mén hoc nay chiém hon 50%.
Hon nita, khi sinh vién thi tot nghiép thi mén thi thuc hanh nghé nghiép dugc chon ma
trong d6 lugng kién thac chiém gan hét chinh 12 mon Thiét lap hé théng mang. Vay
van dé can dat ra ¢ day 1a voi ham luong kién thic cling nhu k§ nang nhu vay sinh
vién c6 du ty tin khi tham gia vao thi truong tuyén dung lao dong hay khong.

Thém mat yéu té nita la viéc giang day mén hoc nay van day chua di sdu vao
cdng nghé cua hang san xuat thiét bi mang hang dau hién nay la Cisco. Cu thé nhu
phan dinh tuyén mang, van thuc hién trén router mém RRAS (Routing Remote Access
Service) cua Microsoft. Von chi phuc vy giang day la chinh, khéng thé thuc hién mot
cach kha thi trong méi truong thuc (dung moét may tinh PC binh thwong lam chuc
nang Router). Tham chi c6 mot s6 giao thirc dinh tuyén cii dugc tich hop trong moi
truong hé diéu hanh Windows ciia Microsoft nhu giao thirc RIP V2 ciing khong con
duoc str dung nhiéu. Dac biét hon trong tai liéu méi nhét cia Cisco ciing khong con
nhac den.

Ngoai ra, ngudi day ciing nhan ra thém mét s6 yéu té kho khin nhu: Viéc trang bi
cho mot hé théng theo hudéng Cisco 1a qua dat tién, gido vién kho tiép can véi trang
thiét bi dé nang cao ki ning chuyén moén. Tuy nhién, bén canh nhitng khé khin vira
néu ciing c6 nhitng mit thuan loi khi chinh hing Cisco ciing da hd tro nguoi diing mot
s6 phan mém ao hoa, twong tac trén trén thiét bi a0 thong qua Package Tracer, GNS3
va nhitng cong cu h trg tir nhitng hdng khac nhau.

Déi voi phan mém Package Tracer d6 1a ngudi ding chi thao tac trén toan bo thiét
bi thuan Cisco, mac han ché Ia khéng giao tiép duoc véi cac thiét bi dau cudi
(terminal) chay hé diéu hanh Windows, Linux, Androi... va han ché vé tap lénh trén
mdi phién ban cua thiét b.

Phan mém GNS3 thi ¢6 nhiéu thuan lgi hon vi nguoi ding truc tiép cau hinh trén
hé diéu hanh 10S image 4o nhu 1a dang ciu hinh véi thiét bi thuc (Vi chinh thiét bj
thuc ciing dang chay 10S image nay). Ngoai ra phan mém ciing giao tiép duoc véi cac
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hé diéu hanh thwong mai hién nay... Nhu vay rat thuan loi khi sinh vién vira hoc theo
huéng Microsoft vira c6 thé két ndi dé tham gia vao hé théng ha tang mang Cisco
cting nhu nhitng hang khac.

Trong bai biét nay t6i c6 da chon phan mém GNS3 dé thuc hién minh hoa phan
dinh tuyén mang trén thiét bi Cisco. C6 nhiéu giao thtrc dinh tuyén théng dung hién
nay nhu giao thirc dinh tuyén tinh (Static Route) va dinh tuyén dong. Trong nhiing
giao thirc d6, ngoai giao thtrc dinh tuyén tinh c6 hai gido thirc dinh tuyén déng phd
bién hién nay dé 1a giao thic EIGRP (Distance Vector) va giao thirc OSPF (Link-
state). Giao thirc EIGRP vén 1a giao thirc chuan cua Cisco, con OSPF vén phd bién
vira cho thiét bi Cisco vira cho cac thiét bi caa nhirng hang khac.

Trong bai tham luan nay, tac gia chon giao thirc OSPF dé trinh bay noi dung
chinh 13 “Binh tuyén bang giao thic Link-state (OSPF) thong qua thiét bi router cua
Cisco”. V6i chu dé nay tac gia khong di sdu qua vao chi tiét cua giao thirc ma chi trinh
bay khai quat sau d6 1a tap trung vao yéu té6 mang tinh k§ ning tng dung vao moi
truong vira két hop yéu té giira thiét bi Cisco va cac hé thong xua Iy tram cudi cua
nhitng hang nhu Microsoft va méi truong Linux. T4c gia ciing nhan thac rang trong
qué trinh tham gia viét bai tham luan van ton tai nhitng mat han ché nhat dinh va
khong tranh khoi sai sét, mong quy dong nghiép gop y dé cho nhitng lan sau duoc tot
hon.

2. NOI DUNG

2.1. Giao thirc OSPF (Open Shortest Path First)

OSPF la mét giao thirc dinh tuyén Link—state dién hinh. Pay 1a mot giao thuc
duoc sir dung rong rai trong cac mang doanh nghiép c6 pham vi 16n. Mot sé dic diém
chinh cua giao thirc OSPF:

— OSPF 1a mot giao thire Link-state (Iing nghe trang thai duong truyén). Mdi
router khi chay giao thirc s& giri cac trang thai duong link ctia nd cho tat ca cac
router trong ving (area). Sau mot thoi gian trao doi, cac router s& dong nhat dwogc
bang co s¢ dir li¢u trang thai duong link (Link State Database — LSDB) véi nhau,
mdi router déu c6 duoc “ban d6 mang” cua ca ving (area). Tir d6 mdi router s&
chay giai thuat tim duong di dé tinh toan ra mot ciy dudng di ngin nhat (Shortest
path tree) va dua vao cay nay dé xay dung nén bang dinh tuyén.

— OSPF c6 AD =110.

— Metric cia OSPF con goi 1a cost, dugc tinh theo bandwidth trén céng chay
OSPF.

— OSPF chay truc tiép trén nén IP, c6 protocol — id 1 89.

— OSPF 1a mét giao thirc chuan quéc té, dugc dinh nghia trong RFC — 2328.
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2.2. M6 hinh mang

s - R 209.165.201.2/24
CAD DANG K¥ THUAT R1  209.165.201.1/24 RZ /

LY T TRONG TP.HCM

192.168.1.2/24
192.168.1.1/24

1.1.1.0/24 2.2.2.0/24

Cloud

-
-

CAD PANG K¥ THUAT
LY TU TRONG - HA NOI

win 2k3 (1.1.1.1) winzk3 2.2.2.2

Hinh 3. 1 - M6 hinh mang thiee té
2.3.Phin mém

2.3.1. GNS3
1€ 00 tyen O o i TR = | < ) i

File Edit View Control Device Annotate Tools Help

EFEE OB> > BCEFmIlcaAanD

Mods Types

T, 209.165.201.2/24
CAD DANG KY THUAT Rl 209.165.201.1/24 R2 / |

LY T TRONG TP.HCM

192.168.1.2/24
192.168.1.1/24

1.1.1.0/24 2.2.2.0/24

mn

CAO DANG K¥ THUAT
LY TU TRONG - HA NOT

VWi Ollh @

win 2k3 (1.1.1.1) win2k3 2.2.2.2

Bl EE o oL IR ¢ Ell

Hinh 3. 2 - Xdy dung mé hinh trén GNS3
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2.3.2. Phin mém VMware

lﬁgtart| 28 | o %[ 1107 am

Hinh 3. 3 - Si dung phdn mém mdy do VMware

2.3.3. Mot s6 tién ich két ndi

Phan gia lap st dung céc tién ich nham phuc vu cho qué trinh ciu hinh va kiém
tra hé théng nhu: Putty, Tftpd32/64 bits, Windows (7/8/XP/2k3/2k8), Linux
(CentOS/Fedora/Ubuntu)

2.4. Cau hinh h¢ thong
Bang 3. 1 - Bang mé ta théng tin cdu hinh

Thiét bi | Card giao tiép Pia chi IP 10S Image Chi
nhanh

Router(R1) | FastEthernet0/0 | 192.168.1.1/24 c2691-adventerprisek9_sna-
mz.124-17.bin

Router(R1) | FastEthernetO/1 | 1.1.1.254/24 c2691-adventerprisek9_sna-
mz.124-17.bin Tp.HCM

Router(R1) | Serial0/0 209.165.201.1/24 (HCM)

Switch- VLAN_1

cisco

PCO1 Vnetl(Host IP:1.1.1.1/24 Winddows server 2k3
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only)
PCO1 Nnet1(Host DG:1.1.1.254
only)
Router(R2) | FastEthernet0/0 | 192.168.1.2/24 c2691-adventerprisek9_sna-
mz.124-17.bin
Router(R2) | FastEthernet0/1 | 2.2.2.254/24 c2691-adventerprisek9 _sna-
mz.124-17.bin
Router(R2) | Serial0/0 209.165.201.2/24 A
. HA NOI
Switch- VLAN_2 (HN)
cisco
PC02 Vnetl(Host IP:2.2.2.2/24 Winddows server 2k3
only)
PCO02 Nnet1(Host DG:2.2.2.254
only)

Bdng 3. 2 - Bang cdc Iénh ciia thiét bi Cisco

Lénh thao tac

M6 ta muc dich

Configure terminal

Vao ché do cau hinh

Interface <interface>

Vao ché do cau hinh cong giao tiép

Ip address <IP> <Netmask>

Gan dia chi IP trén card giao tiép

Host name

Gén tén thiét bi

Show IP Interface brief

Xem trang thai card/cong giao tiép

No shutdown

Chuyén cong giao tiép vé trang thai up

Shutdown

Chuyén cong giao tiép vé trang thai down

Router Ospf <ID-Number>

Pinh tuyén véi giao thirc OSPF

Network <Subnet> <wildcard mask> area
<id_number>

Quang ba duong mang can dinh tuyén

Show ip route

Xem két qua thong tin dinh tuyén

Exit

Thoat timg cip ché d6 c4u hinh

Wr

Luu thong tin ciu hinh vao file ciu hinh
startup-config
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ECH(config) Finterface serial 0/0

HCH(config-12)¥ip address 192.168.1.1 255.2

HCH(config-1if) #no ahut

HCH (config-1if) ¥

*Mar 1 00:04:26.735:

HCH (config-iL) ¥

*Har 1 00:04:27.739:

HCM (config-12) ¥

*Har 1 00:04:53.867:

HCM (config-if) ¥

*Mar 1 00:08:33.863:

XHl.‘!‘.(conhq—xt-#exn

;ECn(con:Lq)ﬁroutc: ospt

[HCH(conlquﬂtoutcz ospt 1

|HCX (config-router) #network 1

{HCH (config-router) ¥necvork 1
1

SLINE-3~UPDPONN: Interface

ALINEPROTO~S~UPDOEN:

Line

*LINEPROTO~-S~-UPDOBN: Line

A LINEPROTO-S~UPDOMN:

0.1,1.0

|BCX (config-router) fnecvork
|HCH (config-router) ynecvork

2.168.1.0 0.0.0.
00:13:57.431:; -

A08BPF-5

|*HMar 1

| Done

protocol on
protocoi on

protocol on

0.0.0.3 area 0

1.1.0 0.0.0.255 area 0
09.165.201.0 0.0.0.31 area O
9

ADJCHG: Process 1, Nbr 20.1.1,1 on FastEcthernec0/0

Serial0/0, changed state To up

Interface Seri1all/0, changed state to up

Interface Seriall/0, changed astate to down

Interface ZSeriall/0, changed state to up

from LOADING to FULL,

MCH (config-router) fnetvork 192.168.1.0 0.0.0.255 area O

HCM (contig-router) ¥
*Mar 1 00:14:02.27
HCH(con!xu~rouzcx)ﬂl

A0SPY-S~-ADJCHG: Frocess 1,

Nbor 20.1.1.1 on Serial0/0 from LOADING to FULL,

Hinh 3. 4 - Thuc hién Routing tai router R1(HCM)

HN [config=1if) #

"Har 1 D0:05:57.739:
MM [config-if) ¥

TMar
HN[config-ifjexit

HN [config] FEout

HN [config] FEOGUtEr o

HY {config) Frouter ospl 1
HH (config-roucer) fnecwork
HN (config=-rouCer) fnecwork
HN [config-roucer) fnecwork
MM (config-router) fnecwork
HN (config-router) #end
HNEwE

Building configuration...

& LINE=-3=-TPDOWN:

00:10:36.915:

00311:37.395: Y0SPF=-S-ADJCHG:

00211:492.227!:

Intecface Seriall/0;

1 O0:08:58.743: SLINEPROTO-S5-UPDONN: Line protocel on Interface Seriald/0;

£0.1.1.0 0.0.0.3 ar=a O
2.2.2.0 0.0.0.255 ares O
209.165.201.0 0.0.0.31 area 0
192.168.1.0 0.0.0.255 mrea O

Proceaa 1,

ROSPF-5-ADJCHG: Procesa 1,

changed state To up

changed State o up

iﬂ?S-S-EGNFIG_Ir Configursd from console by console

Neor 10.1.1.1 on FascEchermecQ/D from LOADING to FULL,

NMor 10.1.1.1 on Seriald/0 from LOADING to FULL,

Loading Done

Loading

Loading

Loading Dons

Hinh 3. 5 - Thuc hién dinh tuyén tai Router R2(HN)

Bdng 3. 3 - Bdng théng tin cdu hinh file running-config

Router tai chi nhanh TP.HCM

Router tai chi nhanh Ha Noi

Current configuration : 1384 bytes

|

version 12.4

service timestamps debug datetime
msec

service timestamps log datetime
msec

no service password-encryption

|

hostname HCM
I

Current configuration : 1383 bytes

|

version 12.4

service timestamps debug datetime
msec

service timestamps log datetime
msec

no service password-encryption

|

hostname HN
I
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boot-start-marker
boot-end-marker
!
!

no aaa new-model

memory-size iomem 5

no ip icmp rate-limit unreachable
ip cef

!
!
no ip domain lookup
!
!
!
Ip tcp synwait-time 5
|

!
interface Loopbackl

ip address 10.1.1.1 255.255.255.252
|

interface FastEthernet0/0
ip address 209.165.201.1
255.255.255.224

duplex auto

speed auto

|

interface Serial0/0

ip address 192.168.1.1
255.255.255.0

clock rate 2000000

|

interface FastEthernetO/1
ip address 1.1.1.254 255.255.255.0
duplex auto

speed auto

|

interface Serial0/1

no ip address

shutdown

clock rate 2000000

|

interface Serial0/2

no ip address

shutdown

clock rate 2000000

|

interface FastEthernet1/0
no ip address

boot-start-marker
boot-end-marker
!
!

no aaa new-model

memory-size iomem 5

no ip icmp rate-limit unreachable
ip cef

!
!
no ip domain lookup
!
!
!
Ip tcp synwait-time 5
|

!
interface Loopback?2

ip address 20.1.1.1 255.255.255.252
|

interface FastEthernet0/0
ip address 209.165.201.2
255.255.255.224

duplex auto

speed auto

|

interface Serial0/0

ip address 192.168.1.2
255.255.255.0

clock rate 2000000

|

interface FastEthernetO/1
ip address 2.2.2.254 255.255.255.0
duplex auto

speed auto

|

interface Serial0/1

no ip address

shutdown

clock rate 2000000

|

interface Serial0/2

no ip address

shutdown

clock rate 2000000

|

interface FastEthernet1/0
no ip address
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shutdown
duplex auto
speed auto
!
!

router ospf 1
log-adjacency-changes

network 1.1.1.0 0.0.0.255 area 0
network 10.1.1.0 0.0.0.3 area O
network 192.168.1.0 0.0.0.255 area
0

network 209.165.201.0 0.0.0.31
area 0

!

ip forward-protocol nd

!
!

no ip http server

no ip http secure-server

!

no cdp log mismatch duplex
I
[
!
!
control-plane
!
!

line con O
exec-timeout 0 0
privilege level 15
logging synchronous
line aux O
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login

!

shutdown
duplex auto
speed auto
!
!

router ospf 1
log-adjacency-changes

network 2.2.2.0 0.0.0.255 area 0
network 20.1.1.0 0.0.0.3 area O
network 192.168.1.0 0.0.0.255 area
0

network 209.165.201.0 0.0.0.31
area 0

!

ip forward-protocol nd

I
[

no ip http server

no ip http secure-server

!

no cdp log mismatch duplex
!
I
[
!
control-plane
!
!

line con O
exec-timeout 0 0
privilege level 15
logging synchronous
line aux O
exec-timeout 0 0
privilege level 15
logging synchronous
line vty 0 4

login

!
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HCH#copy run

BCHE=h 1ip route

Codes: C - connected, 8§ - atactic, R - RIP, K - mobile, B - BGP
D - EIGRP, EX -~ EIGRP external, O - OSPF, IA - OSPF 1inte
N1 - OSPF N3SA extecrnal type 1, NI - OSPYr N33A external
El - OBPF external type 1, E2 - O5PF external type 2
1 = IS~I3, su = 1S~15 swssary, Ll = 1IS~1S level~l, L2 = 13~I3 level~2
ia - IS-1IS inter area, * - candidate default, U < per-user static route
© - ODR, P - periodic downloaded static route

T
t 'l'p

Gatevay of last resort i3 not set

1.0.0,0/24 1= subnetted, 1 subnets
1,2.1.0 13 directly connected, FastEthernetl/1
«.0.0.0/24 i3 subnetted, 1 subnecs

Y

209,165.201.0/27 i3 subnected, 1 subnets
209.165.201.0 i= directly connected, FastEchernet0/0
10.0.0.0/30 1= subnetted, 1 subnsts
C 10.1.1.0 i» directly connacted, Loopbacikl
¢ 192.168.1.0/24 1s directly connected, SerialD/0

rensl

Hinh 3. 6 - Bang dinh tuyén Routerl

route

route

- connected, 8 - static, R - RIP, N - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NS3SX external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2
i - I3-18, su - IS~IS summary, Li - IS-IS level-l, L2 - IS-IS level-2
ia - IS-I3 inter area, * - candidate default, U - per-uasr static route
0 - ODR, P ~ periodic downloaded static route

Gatevay Of last resort is3 not set

1.0.0.0/24 15 subnetted, 1 subnets

ne

2 0 1= directly connected, FastEchernecO/1

20.0.0.0/30 18 subnetted, 1 subnets
20.1.1.0 is directly connected, Loophack2

09.165.201.0/27 1= subnetted, 1 subnets

«165.201,0 1 directly connected, FastEchernet0/0
0.0.0.0/32 13 subnetted, 1 subnets

0.1.1.1 [110/11] via 209.165.201,1, 00:20:30, FastEchecrnecO/0

192.168.1.0/24 13 directly connected, SerialC/0

65
-]

o

Hinh 3. 7 - Bdng dinh tuyén Router2
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bytes=t tLlnadlms
Hoply Ffram 1.8, £ hyptep=ld tined]lms

Raply from 1.4. P hytea=3E tinsdlms
h:l: {ram 1.5, E hElL']:ﬂ t lmatlms

Fing statdskdce fTor 1.10.1.01
Fachats: Fant = 4. Reaelved = 4. Lasy = B (Hy
fipprozinats reund trip times imn milli-zscond=l
Rimiman = Bas. Madisnis = Bas . Avepages = HEs

CinDmomnente &nid Eethingesdmindping 1.1.1.354
Fingdng 1.0.0.254 with 32 hyten of datas

Aeply from 1.0.1.2542 bytes=12 &ime=Tna TIL=25%
Reply from 1.0.1.2854: bytes=33 tlime=Tma TTL=25%
Heply from 1.0.1.2542 bytes=1F € imeaSne TIL=25%
Reply From 1.0.1.254: bypes=33 ¢ iss=%ma TTL=25%

Ping statdscdce For 0.0.1.3%49:
Fackats! Tent = 4, Receluad = 4, Lasy = B O lossd,
Bpprasinats Feund srip timep dn milli-gaconde s

Hinimon = Zng,. Maximin = Tas,. lverage = dms

Crvlpewmnanta &nd Tett Endys-adnisd

Hinh 3. 8 - Kiém tra tram cuéi tai chi nhanh TP.HCM

Hoply fram 1.8, E 5t T lmasi 1 mig
Raply from 1.1. & tinsdlms
Haply fram 1.3, I t inailms

Fing statiskice fore 1.1.1.51

Fazkata: Fent = 4. Regelved = 4. Laan = B (Hx ladsar.
Bpproxinats reund Erdp Eimss in milli-zzcond=l

Aimimen = Hes. Rasimiis = Bes. Average = Hms
CiwDmoisnants and Settingesadmindping 1.0.1.354

FPinghng 1.0.0.2%4 with 32 hyten ol datas

Heply from 1.0,.1. 254! bytex=12 £ ime=%ne TTL=25%
Reply friom 1.0.1.254: biged =32 npise=Ina TTL=25%
Heply from 1.0.1.25%482 Lyt =33 B ime=alne TIL=25%
Reply from 1.0.1.254: hyges =33 g ise=-%na TTL=25%

Fing statdssidcs For 0.01.0.3%4:=
Fackateat Sent = 4, Recolusd = 4, Laze = B O lossd,

Bppracinsits Feund frip times in millll-gsconde =
Hinlmeh = Zmt,. Mazximism = Taz,. Average = dms

CisDpecmmants &nd Tot b bnsgs wiming

Hinh 3. 9 - Kiém tra tram cuéi tai chi nhanh TP.HCM
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Connection-spocific DWE Saffix
IF nddrq:;l " | ] | | ] L n | 3IHPH1E
Eeibnat Mask . . . . - . 255 255255 .8

Default Gateway . . . " 2.2.2.254
ganlacunonts and BettingstAdmninistrateriping £.28.48..254
Pinging 2.2.2.254 with 32 bytes of data:!
|:||71|.'|_|||- From 2.2.2 5 I‘:l.llr..'i-:li time=28ma TTL=-25%
Reply [ rom : hytes=32 time=Tms TTL=255

B
from 2.2, hytez=JZ time=dmsz TTL=255
from 2.2, : hytez=312 time=dnz TTL=Z255

4
4
4
4

.
s
4
2

ackatz: Sent = 4, Reaceived = 4, lage = B (i lozz).
pproximate round telp tdmes dn milli=-seconds:

Hinimam = dms . Hawimon = Zins . Average = Bms
inlacuments and Lhettingazsldninlsteatorrping 1.0.1.2
Finging 1.1.1.2 with 32 bytes aof data:

Reply From 1.1.1.22% hyten=12 time=2Bma TIL=1Z&

Hinh 3. 10 - Kiém tra tram cudi tai chi nhanh TP.HN

3. PHU LUC

MOT SO MO HINH MANG UNG DUNG GIAO THUC OSPF

Area 0
ABR Backbone
WLANL:10.1.1.1 "3.’-.,-.—-—-__‘_'__'_'.‘"}-’—-‘
YLAN10:10.1.10.1 . - 9
WLANZ0:10,1.20.1 21 1
Roufer Ropterl
Area 1 I
i Area 2
—
e ——— — —
| RER | S——
Z911 2960§24TT 2960§24TT
— 2969 §4TT Routerd Switchz Switchs
PC-PT Swigtchn WLANL:11.1,1.1
PCo WLANZ0!LL 1,111
] YLAN0:11,1.20.1
b =
1 o PC-PT
l ' pCa
= 2960-24TT
PC-PT Switchl
PC1

Hinh 3. 11 - M6 hinh OSPF Multi-Area tich hop co ché VLAN
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EIGRP 200

p1 Internet:203.162.100.1/29 Internet:203.162.100.2/29 R4

o 10.1.1.1/25

iTunnel : 172.16.3.0/
- 08

172.16.2.0/30

172.16.1.0/30

VLANSD:10.10.10.224,/27

YLAN10:10.10.10.0/26 VLAN20:10.10.10.64/ 26

VLAN3D:10.10.10.128,/27  YLAN40:10.10.10.160/ 27

Hinh 3. 12 - M6 hinh OSPF tich hop VLAN, DHCP, DHCP Agent, Frame Relay va VPN

@ f3 . —— T W 2 W — . . . - -
File Edit View Options Transfer Scpt  Tools Window Help
Ta= F) &0 X Enter host <Alt+R Ly@gs Af g F8 Y @ 7

'Rl |%R? | R3 x

R3Cconfia- s-.:h‘lf)
Aar 1 00:10:11.1%1: XLINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0, changed state to down
R3§corrf1g-5ub1f)#emt

RI{configl#int sed/ 0
r3ILconfig-ifi#no shut
B3 Coonfig-1f)#

Aar 1 00:10:31.191: XLINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0, changed state to up
RBEcorrﬁg-TF)hx'lt

RICconfigli#int Fad, 0,30
RILconfig-subifisencap
r3Cconfig-subif#encapsulation dot
RZECGrﬁg subif%#enca atﬁ dotlc 30

R3I{config-subit ) +§lE
rRICconfig-subif #
R3(config- Suh‘If)#‘Ip he'lper' -address 10.1.1.1
RICconfig-subifraxit

R3Cconfig)#ing Ta0,s0.40

R3Lconfig- sub'lfgdlencap

rRICconfig-subifi#encapsulation dot
R3Cconfig-subif#encapsulation dotlg 40

RE(CDrrHE subif)#ip address 10.10.10.161 255.255.255.1092
% 1o.10.10.128 over"laps with FastEthernetd 0.30
rRICconfig-subifisexit

rR3ICconFial#ine Fao/0.40

r3Cconfig-subifisenca

R3{config-subif i#ancapsulation dot
R3Cconfig-subifikencapsulation dotlo 40
rICconfig-subifi#ip add

R3Cconfig-subif#ip address 10.10.10.161 255.255.255.192
rICconfig-subifa#ip help

R3Cconfig-subifisip helper-address 10.1.1.1
rICconfig-subif J#exit

r3ICconfigi#int Fa0,0

nz(cnrﬁ% 1fi#no shut

% 10.10.70.128 overlaps with FastEtharnat(/0.40
FastEthernet0,/0.30: incorrect IP address assignment
RI(config-ifi#no shut

% 10.10.10.128 overlaps with Fastethernetd,/0.40
Fastetherneto,/0.30: incorrect IP address assignment
R3Cconfig-ifidexit

rR3I{configl#int Fao,0.30

rRICconfig-subifisencap

R3Cconfig-subif #encapsulation dot

R3(config-subif j#encapsulation dotlg 30
R3ICcontig-subith#no ip address 10.10.10.125 255.255.255.192
rRICconfig-subif)#ip address 10.10.10.129 255.255.255. 22410

Hinh 3. 13 - Théng tin cdu hinh Router R1, R2 va R3
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Ere
File Edit Wiew Options Transfer Scipt  Toals Window Help

Pa= 55 &0 % Enter host <Ale+R By (/48 Cald 3 FEE Y & |7

OFRL %R | %R | R %R | %R %R0 wRA x

*mar 1 00:20:58.443; ELINEFROTO-5-UPDOWNM: Line protocol on Interface Tunneld, changed state to up

Bd (config-1f)#axit

B4 (config)eexit

r4d#ping

Umar 1 00:30:05.083: ¥sys-5-ConFIG_I: configured from console by console
rA#ping 172.16.3.1

Type escape sequence to abort.
sending 5, 100-byte ICMP Echos to 172.16.3.1, timeout s 2 seconds:
[N
success rate 15 100 percent (5750, round-trip mindavg/max = 8/25/44 ms
R4#contig T
enter configuration commands, one per linme. End with CNTL/Z.
r4 Cconfiglérouter
raCconfig)érouter of
B cnnf1g%#router 0=
R (config)érouter ospf 1
R canfig—rauterg#netwurk 172.16.3.0 0.0.0.3 area 0
rd Cconfig-router )#
AMar 1 00:34:07.81%: XOSPF-5-aDICHE: Process 1, wbr 10.1.1.1 on Tunneld from LoAaDIwnG to FULL, Loading bone
B4 (config-router J#network 10.10.10.224 0.0.0.31 are
R4 {config-router j#network 10.10.10.224 0.0.0.31 area 0
rd (config-router )#
rd Cconfig-router J#end
R4 #
BMar 1 00:35:04. 547 HES¥S-5-CONFIG_I: Configured from console by console
Rdésh ip rou
ré4#sh ip route
codes: C - connected, 5 - staric, R - RIF, M - mobile, B - B8GP
D - EIGRP, ExX - EIGRP external, © - O0SPF, IA - OSPF intTer area
ML - OSPF NSS4 external type 1, M2 - OSPF NSSA external type 2
El - 03PF external type 1, EZ - ©SPF external type 2
i - Is-1I5, su - IS-I5 summary, L1 - Is-I5 Jevel-1, L2 - Is-Is level-2
1a - 15-1=5 inter area, * - candidate default, U - per-user static route
0 = ODR, P - periodic downloaded static route

Gateway of last resort is not set

203.162.100.0,/2%9 is subnetted, 1 subnets

203.162.100.0 is directly connected, FastEthernetd, 0
172.16.0.0/30 s subnetted, 1 subnets

172.16.53.0 is directly connected, Tunnelo
10.0.0.0/8 s wvarfably subnetted, 2 subnets, 2 masks

Hinh 3. 14 - Théng tin bang dinh tuyén tai R4
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CA0 BANG K¥ THUAT LY T TRONG TRHCM
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Hinh 3. 15 - M6 hinh iing dung giao thirc dinh tuyén OSPF trén nén IPv6
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